
United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 223 1 3-1450 
www.uspto.gov 



APPLICATION NO. j 


FILING DATE 


FIRST NAMED INVENTOR 


ATTORNEY DOCKET NO. 


CONFIRMATION NO. 


10/777,843 


02/1 1/2004 


Sung Duck Chun 


2060-3-93C1 


5898 



35884 7590 03/06/2008 

LEE, HONG, DEGERMAN, KANG & SCHMADEKA 
660 S. FIGUEROA STREET 
Suite 2300 

LOS ANGELES, CA 90017 



EXAMINER 



BEAMER, TEMICA M 



ART UNIT 



2617 



PAPER NUMBER 



MAIL DATE 



03/06/2008 



DELIVERY MODE 



PAPER 



Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 



PTOL-90A (Rev. 04/07) 



Office Action Summary 


Application No. 

10/777,843 


Applicant(s) 

CHUN ETAL 


Examiner 

Temica M. Beamer 


Art Unit 

2617 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
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2a)Q This action is FINAL. 2b)g] This action is non-final. 
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DETAILED ACTION 

Allowable Subject Matter 

1 . The indicated allowability of claims 1-32 is withdrawn in view of the newly 
discovered reference(s) to the Universal Mobile Telecommunications System (UMTS) 
Radio Resource Control (RRC) protocol specification, 3GPP TS 25.331, version 3.10.0 
Release 1999. Rejections based on the newly cited reference(s) follow. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-3, 5-22 and 27-31 are rejected under 35 U.S.C. 102(b) as being 
anticipated by the Universal Mobile Telecommunications System (UMTS) Radio 
Resource Control (RRC) protocol specification, 3GPP TS 25.331, version 3.10.0 
Release 1999 (the UMTS spec). 

Regarding claim 1, the UMTS spec, discloses an apparatus for processing a 
security setup control message in a mobile communication system, the apparatus 
comprising: means for verifying the integrity of the message wherein the value of at 
least one security variable is updated with new security setup information if the 
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message is verified and the value of the security variable remains unchanged if the 
message is not verified (pages 93-94, 8.1.12.3.1 and page 95, 8.1.124a). 

Regarding claim 2, the UMTS spec, discloses the apparatus of claim 1 , further 
comprising means for storing the previous value of the security variable before it is 
updated with new security setup information as evidenced by the fact that the 
information is stored (pages 88-89, 8.1.12.2.2). 

Regarding claim 3, the UMTS spec, discloses the apparatus of claim 2, wherein 
the means for storing the previous value of the security variable comprises a memory 
unit as evidenced by the fact that the information is stored (pages 88-89, 8.1.12.2.2, 
page 93, 8.1.12.3.1). 

Regarding claim 5, the UMTS spec, discloses the apparatus of claim 1 , wherein 
the means for verifying the integrity of the message inherently comprises a processor as 
evidenced by the fact the apparatus can process information (pages 93-94, 8.1.12.3.1 
and page 95, 8.1.124a). 

Regarding claim 6, the UMTS spec, discloses the apparatus of claim 1 , wherein 
the means for verifying the integrity of the message inherently comprises software 
stored on recording media as evidenced by the fact that the information is stored (pages 
88-89, 8.1.12.2.2). 

Regarding claim 7, the UMTS spec discloses the apparatus of claim 1 , wherein 
the new security setup information is extracted from the message (page 89, 8.1.12.3). 

Regarding claim 8, the UMTS spec, discloses the apparatus of claim 1 , wherein 
the apparatus is located in UE (page 87, 8.1.12, page 96, 8.1.12). 
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Regarding claim 9, the UMTS spec, discloses the apparatus of claim 1 , wherein 
the apparatus is located in the UTRAN (page 87, 8.1.12, page 96, 8.1.12.5). 

Regarding claim 10, the UMTS spec, discloses the apparatus of claim 1, wherein 
the means for verifying the integrity of the message is adapted to generate an 
authentication value related to the message (page 93, 8.1.12.3.1). 

Regarding claim 11, the UMTS spec, discloses the apparatus of claim 10, 
wherein the means for verifying the integrity of the message comprises a standardized 
integrity check authentication generation algorithm (page 93, 8.1.12.3.1). 

Regarding claim 12, the UMTS spec, discloses a method for processing a 
security setup control message in a mobile communication system, the method 
comprising the steps of: verifying the integrity of the message; and processing the 
message and updating the value of at least one security variable with new security 
setup information if the message is verified and discarding the message and leaving the 
value of the at least one security variable unchanged if the message is not verified 
(page 93, 8.1.12.3.1, page 95, 8.1.124a). 

Regarding claim 13, the UMTS spec, discloses the method of claim 12, further 
comprising storing the previous value of the at least one security variable before it is 
updated with new security setup information pages 88-89, 8.1.12.2.2). 

Regarding claim 14, the UMTS spec, discloses the method of claim 12, further 
comprising extracting the new security setup information from the message (page 89, 
8.1.12.3). 



Application/Control Number: 10/777,843 Page 5 

Art Unit: 2617 

Regarding claim 15, the UMTS spec, discloses the method of claim 12, further 
comprising generating an expected authentication value related to the message (page 
93, 8.1.12.3.1). 

Regarding claim 16, the UMTS spec discloses the method of claim 15, further 
comprising performing a standardized integrity check authentication generation 
algorithm (page 93, 8.1.12.3.1). 

Regarding claim 17, the UMTS spec, discloses the method of claim 15, further 
comprising comparing the expected authentication value to a received authentication 
code (page 93, 8.1.12.3). 

Regarding claim 18, the UMTS spec, discloses the method of claim 17, wherein 
the message is processed if the received message authentication code is equal to the 
expected message authentication value and the message is discarded if the received 
message authentication code is not equal to the expected message authentication code 
(page 93, 8.1.12.3, page 95, 8.1.12.3.1). 

Regarding claim 19, the UMTS spec, discloses the method of claim 12, wherein 
the message is an RRC (radio resource control) message (cover page). 

Regarding claim 20, the UMTS spec, discloses the method of claim 12, wherein 
the message is a signaling message (page 87, 8.1.12.1, page 93, 8.1.12.3). 

Regarding claim 21, the UMTS spec, discloses a mobile station (UE) for 
processing a security setup control message in a mobile communication system, the 
mobile station comprising an RF module; a power management module; an antenna; a 
battery; a keypad; a memory trait; a speaker; a microphone (as these components are 
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inherent to mobile phones) and a processing unit adapted to verify the integrity of the 
message wherein the value of at least one security variable is updated with new 
security setup information if the message is verified and the value of the at least one 
security variable remains unchanged if the message is not verified (pages 93-94, 

8.1.12.3.1, page 95, 8.1.124a). 

Regarding claim 22, the UMTS spec, discloses the mobile station of claim 21, 
wherein the memory unit is adapted to store the previous value of the at least one 
security variable before it is updated with new security setup information (pages 88-89, 

8.1.12.2.2, page 95, 8.1.124a). 

Regarding claim 27, the UMTS spec, discloses the mobile station of claim 21, 
wherein the processing unit comprises a microprocessor as evidenced by the fact the 
mobile station can process information (pages 93-94, 8.1.12.3.1 and page 95, 
8.1.124a). 

Regarding claim 28, the UMTS spec, discloses the mobile station of claim 21 , 
wherein the processing unit comprises software stored on recording media as 
evidenced by the fact that the information is stored (pages 88-89, 8.1.12.2.2). 

Regarding claim 29, the UMTS spec, discloses the mobile station of claim 21, 
wherein the new security setup information is extracted from the message (page 89, 
8.1.12.3). 

Regarding claim 30, the UMTS spec, discloses the mobile station of claim 21, 
wherein the processing unit is adapted to generate an authentication value related to 
the message (page 93, 8.1.12.3.1). 
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Regarding claim 31, the UMTS spec, discloses the mobile station of claim 30, 
wherein the processing unit comprises a standardized integrity check authentication 
generation algorithm (page 93, 8.1.12.3.1). 

Claim Rejections • 35 (JSC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 4 and 23-26 and 32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over the UMTS spec, in view of well-known prior art. 

Regarding claim 4, the UMTS spec, discloses the apparatus of claim 2 as 
described above. The UMTS spec, however, fails to disclose wherein the means for 
storing the previous value of the security variable comprises a shift register. 

The examiner contends, however, that the use of shift registers for storing data is 
well-known in the art and the examiner takes official notice as such. 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to modify the UMTS spec, with the teachings of well-known prior art for the 
purpose of retaining information for later use/output. 

Regarding claims 23-26 and 32, the UMTS spec, discloses the mobile station of 
claim 21 as described above. The UMTS spec, however, fails to disclose wherein the 
memory unit comprises a shift register, a flash memory, a ROM, an SRAM and a SIM. 
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The examiner contends, however, that these types of memory devices are well- 
known in the art and the examiner takes official notice as such. 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to modify the UMTS spec, with the above mentioned memory devices for the 
purpose of retaining information for later use/output. 



Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Temica M. Beamer whose telephone number is (571) 
272-7797. The examiner can normally be reached on Monday-Thursday (alternate 
Fridays) 9:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Charles Appiah can be reached on (571) 272-7904. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Primary Examiner 
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